SINOKAP TECHNOLOGY CO., LTD.

We Make IT Simple!
MedTecX IT Security Guideline

W& IT R85/

1. DWKIERL Keep Office Environment Secure
BAEAFRMARITIF1Z, (REARAEIE MedTecX IR EAITFHNAZIHNDAITER.

Never open the door for unknow person.

2. 9PRAREAE Prevent Attack From Strangers
BREESTRNE.
Never entrust others to receive your visitors.
IhE/RH MedTecX EF5EMER, TRHADAXIE,

Visitors can only enter the office area accompanied by MedTecX employee.

3. #IEFARIALE Create a Private Environment
BITEBEIESY. RSN FHTVTBATHEEER, FERIEARIN (BIEERIRA) T,
Please create an intimate environment when communicating company’ s information
through phone calls, video conferences, etc.
A=, MRFEERENSNEER, B LLSNERNEHESERS.
Please draw the blinds or curtains when holding a meeting in the meeting room.
NN EIECERIEFREM LR, ELANFAAIE RS,

It is recommended to use privacy screen protector for electronic devices.
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4. RSEEEE Keep Your Desk Clean & Tidy

BIMEREEMFRERFL, YARATHAMETF, BRUSHESET.

Store confidential files in locked file cabinets and always keep the keys with you.

BAEREBMEAMERICRAESK LAY TRE. FESFDRET.

Never record passwords or sensitive information on sticky notes and post it on desk,

screen and other office areas.

BFFEERIRY, BN, FHSFEMMBFRENRE.

Please keep your electronic devices locked when leaving seats.

5. (@ie8RERAZSL Keep Portable Device Safe
FERECA, FI, FHEENRSVREEELRIFIIBIE.
Please set passwords for your laptops, phones, tablets and other portable devices.
HERS, BRECEY, FHSFHNESET.
Please carry all your portable devices with you when travelling on business.
BB H T AMERS T naEER E SR B R A ARE.
Never leave unlocked portable devices alone.
ImREIER, BEUAIASNEIEIREFELR Sinokap IT,
If you lose your device or think it might be stolen, please report to your manager and

contact Sinokap IT ASAP.
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6. MHZL(EWMPE Ensure the Safe Transmission & Sharing of Files

HATXHER S DZRS, BRI E BT B 4IRS s P D EHE A=

BX975. IMRNEIEEEEE R _FNRERIXEXSTT, HINERMEXITT XS, FEESEREYA

[E)EZRD,

Please encrypt the sharing files or the folders, and then send them to the other party

via email or the share link. The password on files should be sent through the second

method.

ISEANERERRIRER TR TIWSEEE, ME (TAR) . QQFENABIRIEUENA

‘R, AMEEEHME. QQ FNABKRIEEREISIH.

Please use company standard instant messaging tool for business communication. Do

not transfer business related documents through personal instant messaging tool.

RIKHBEES, BRI R MRS IER.

Please double check if the recipient and the attachment are correct when sending an

email.

7. XHEIERSL Keep File Data Secure
AT TS i A EIRIARSS 28 LRGMERARPRATSI AR, HAMRSSSEEELD.
All company files must be kept on the file server which has a regular backup.
B0 LERSHRIARSSRE L.

Please do not upload unknown files to the file server.
TEHARERERIME.
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Company files shall not be freely distributed.

TS FFAAEBIEIME.

Please do not sent company files via private mailbox.
TR RERFEN ANBESSE =S HISFENE.

All company files should not be saved in a third-party cloud storage media.

8. EfS{EARSL Password Safe
IT {SEANRBE WS ELMESAIRER! BIAZERE, FEEEDZEMA!
Please change the initial password ASAP. Do not share the password with others.
iRk EEEIBIAR Sinokap IT,

If the password is lost or needs to be reset, please contact Sinokap IT immediately.

N

FHEKEED 10 UF/, 8EXNNEFE. 8F. FHHFS.

Passwords must be at least 8 characters long, including uppercase and lowercase letters,
numbers, and special symbols.

TR, £0. KAEFMAGR.

Passwords cannot contain name, birthday, account info., etc.
FEKSBEZERE—EE.

Please use different passwords for different accounts.

5 90 XIEXZE, FESA8e5R 5 XEE.

Please change the password every 90 days. The new password cannot be repeated with

the previous 5 times.
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9.

10.

SINOKAP TECHNOLOGY CO., LTD.
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FrpAMILEE9& Identity and Prevent Phishing
B REE PERAIR AR BRI R AR 4, QOWEISSLAERE:, 1S3 ZRD &R0 Sinokap
IT,
Never click suspicious links or download attachments from the email sent by unknown
sender. If you receive this kind of emails, please inform Sinokap IT ASAP.
BB N AEREATERERBIEA.
Never disclose personal information to unknown recipients.
REZ MedTecX feiF, IB70RER MEEZEIRMREILER .
Never download or install software without the permission of MedTecX.
B REARARL, EREELEXR Sinokap IT,
Please do not open unknown websites.
B REEREARA Wi-Fi, DASMEFEREETLAERFIRASR,

Never connect unknown Wi-Fi. Please use mobile hotspot instead in public places.

BHTE&UREEE Prevent data leakage.

BB ARRANRETENEM.

Please do not insert unknown devices into the computer.

FIEDNEGRT, iSERA S TEMNHIEFTEDNEHZF TEDTER.

Please use the company printer and wait for the printing to be completed by the printer
when printing company files.

IENITHEERSTEERNER, SHRKEE a2 s .
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Please destroy confidential waste in time.
IERATHERNERER, TLMFRRREESEIAGE.

Please destroy the express information in time.

Sinokap Technology Co., Ltd.

The documentation is Sinokap Internal Confidential information.
Unauthorized publication, use, dissemination, forwarding, printing or copying of this documentation is strictly prohibited.
Page 6/ 6



